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k npukazy ' AITOY CO «HTI'MK»
0T 29.08.2022r. Ne 212-011

MHCTPYKIIUSI
O NAPOJLHON 3amuTe nupopmanun
B I'ATIOY CO «HTI'MK»

. Tepmunnt u onpepenenns

[.1. ABTromMaTusuposanmnoe pabouee MecT0 — nporpaMMHO-TEXHUYECKU KOMILJIEKC,

NPCAHAZHAYCHHBIN IS dBTOMATU3AIIUM JIEITEIILHOCTH OIIPEACIICHHOTIO BUJIA.,

[.2. Undbopmanmonnas cucrema [ICPCOHANIBHBIX JAHHBIX — COBOKYMHOCTE COAEPKAIIUXCH

B 0a3axX JAHHBIX MEPCOHANBHBIX NAHHLIX W obecrieunBaroOMX ux 06paboTKy HHbOPMAIHOHHEIX
TEXHOJIOTMH M TEXHUYECKUX CPEJICTB.

1.3. ObpaboTka nepcoHANBHBIX JAHHBIX —

moboe neiicTBue (omepanms) Wi
COBOKYIIHOCThL  JICMCTBHUIA

(omeparuii), COBCPIIAEMBIX €  HCIOJB30BaHHUEM  CPE/ICTB
ABTOMAaTH3alMU WM 0€3 MCIOIBb30BAHUS TAKHX CPEICTB C NEPCOHAIBLHBIMU JAHHBIMU, BKITIOYAs

cOOp, 3a1uCh, CUCTEMATU3AlMIO, HAKOIUICHHE, XpaHEHHE, YTOYHEHHE (oOHOBINIEHME, U3MEHEHNUE),

U3BJICUCHHC,  MCNONb30BaHMe, TMepefady (pacipocTpaHeHHe, PEIOCTABIIEHUE, JOCTYII),
obe3nnunBanue, 6JI0KMpoOBanye, yuaieHue, YHAUYTOXKCHHUE IEPCOHABHBIX JaHHBIX.

I.4. Konpunenmansuocts uubopMannn — o06s3atensHoe JUIS. BBIIIOJIHEHHS JTHUIIOM,
HOJYAHMBIIAM - I0CTYN K ONpEJENeHHON uH(OpManuy, TpeGOBaHME HE IepeaBaTh TaKyIo
HH(OPMALKIO TPETHHM JIMIaM 6e3 coryiacus ee obJianaTels.

1.5. Ilepconanbupie nannple — mobas HH(pOpMAIMs, OTHOCAIAACS K IPAMO HJIH
KOCBCHHO ONIPCICTICHHOMY WK ONpEaENsIeMOMy (QU3HYECKOMY ULy (CYOBEKTY MepCOHATBHBIX
JTAHHBIX ).

1.6. Ilonb3oBarens MHOOPMALMOHHON CHCTEMBI IEPCOHANILHBIX [aHHBIX — PaOOTHUK,

OCYWIECTBIIAIOMMUK  00pabdOTKYy IEPCOHANBHBIX JAaHHBIX B HHPOPMANMOHHON CHCTEMe
IEPCOHAJIBHBIX JAHHBIX.

1.7. Cpenctso 3amutel MHGOpMAMK — IMPOrpaMMHOE OOECIEeYeHHE, IIPOrpaMMHO-
anmapaTHoe — oOeclieyeHue,  ammapaTHOoe  OOECHEeYeHHe,  BEIIECTBO

WIA  MaTepHall,
MpeIHa3HAYeHHOE UJIM MCIIOJIb3YyEMOE JUIsl 3alIUThI HH(POPMALIUH.

2. O0mmume moJioKeHus

2.1. Hacrosmas MHcTpykuus mo naponpHo# 3amure wHbopMmamuu B [AIIOY CO
«HTI'MK» (namee — WHCTpyKuus) ycCTaHaBIMBaeT TPEOOBAHUS U OTBETCTBEHHOCTE pu

OpraHy3alld¥ NapoJbHOW 3aIMTEl MH()OPMAIMK, a TAKXKE ONpPENENSeT MOPSIOK KOHTPOJISL 3a
JICHCTBUAMU I10JIb30BATENEH M OOCHIY)XHMBAIOIIETO IEpPCOHANAa HH(MOPMALMOHHBEIX CHCTEM
nepcoHanbHbIX JaHHBIX (nanee — MCII/IH) npu pabote ¢ maponsmu.

2.2. Tpebopanus Hactosued MHCTPYKIHH SABISIOTCS 00SI3aTEIBHBIMU JUIS UCIIOJHEHMUS
Bcemu mnosip3oBaresavmu ¥ aamubucrparopamu MICIIa T'AIIOY CO «HTI'MK» (nanee —
Yupexienue), UCrojIb3yIOIUMH B CBOEH padOTe CpeCTBa BEIUNCIHTEIBHOM TEXHUKH.

2.3. Bcee nonp3oarenu U aaMmuuuctparopel UCIIn Yapexnenus, ucnonssyiomue B
cBoel paboTre CpeiAcTBAa BBLIYMCIMTEIBHOH TEXHHKM, JOJDKHBI OBITh O3HAKOMIICHBI C
TpeboBaHUIMH HacToAmeH MHCTPYKIIUHU 1101 ITOJIITHCE.

2.4. Hacrogmas MucTpykuus sBISIETCS JIONOJIHEHUEM K JCHCTBYIOIIMM JIOKAJIBHBIM
HOpPMATUBHLIM aKkTaMm (BHYTPEHHUM JOKYMEHTam) I10 BOIpocaM olecrieueHus: 0e30macHOCTH
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CBCACHHH KOH(DUACHIMATBLHOIO Xapakrepa

. B TOM YHClIe U [1epCoH
[1/11), ¥ He nekmouaer 0653 PCOHAILHBIX NTaHHBIX (nanee -

ATCJIBHOTO BBINOJIHEHUS UX TPeOOBAHMIL,

3. Tpebonan
p UL, TPeALABISIEMBIC K HaenTuhukaropam (Kogam) u napoasm (mopsiok

dopmuposanns u obpamenns ¢ HuMn)

3.1.  ABropmsaums  nosnb3osareleis NCTTTn

OCYIIECTBIISICTCS  TyTEM B
HACHTHOUKATOPA W/ WK TIapoyis, 1 BO/Ia

3.2, Tpebosanus x popmuposanuio [apoJien u 00paleHmIo ¢ HUMH.

3.2.1. Ila
posib  opMupyercs [IPH  CO3JAHMMU YYETHOM 3alUCH  OTBETCTBEHHBIM

obecneyeHme
’ Oezonacuoctu I1)In B UCTIIH wim arMuHucTpatropom UCII/H, npu nepsuunom
BXOJIC B YHCTHYIO 3aIIUCh MAPOJIb JIOJHKEH OBITH M3MEHEH BIIANEIIBIIEM.

3.2.2. Bnanenbisl TMYHBIX Maposieii 00s3anb1 00eCIeYHTD HX TalHy.
3.2.3. llaposu reHepupyloTcst ¢ yuetom CIIEYIOUIMX TpeOOBaHMIA:
—  I1apoJib IOJDKEH 3HATh TOJBKO €ro BIIaIeliell;

— JUIMHA IapoJist 10JDKHA OBITh HE MeHee 8 CHUMBOJIOB;

B [1apoJie 00s3aTeNbHO JODKHEI IPHCYTCTBOBATh Kak LU(BPEI, Tak ¥ OYKBHI Ha
BEPXHEM U HHIKHEM PErucrpax;
[1apoJib HE JIOJDKEH BKJIIOYaTh CMBICJIOBYIO Harpy3ky (umeHa, (haMuIIUH,
HAaUMEHOBAHUs OpraHu3alvii, YyJIul, TOpPOJOB M T.A.), OOLIEHPHHATHIE
cokpatueHust (userOl, password02 u T.1.) ¥ MOC/EA0BATE/IbHBIE COYETAHUSA
KiaBuil Kinasuatypsl (qwertyOl, Uuyken12);

—  MaKCHMAaJIbHBIN CPOK JAeHCTBHS maposs coctaBiseT 120 queu;

—  MHHUMAJIbHBIA CPOK JEHUCTBHUS MMapOJisl COCTABIISAET 2 JAHH;

—  KOJIMYECTBO HEYyJA4yHBIX IIONBITOK BXOJa B CHCTEMY, IPUBOMALIEE K

GJIOKMPOBKE YYETHOM 3aIlMCH I10JI630BaTeNs I0JDKHO ObITh He Ooee 6.
3.2.4. TpeGoBanusi K (HOPMHPOBAHMIO I1apojied OOeCcIeynBaOTCA TEXHHYCCKUMU

BO3MOKHOCTSMH MCIIOJIB3YEMBIX ONEpAlMOHHBIX CHCTEM, CPEICTB 3alllUThl HH(QOPMALMH H

nH(GOPMAIMOHHBIX PECYPCOB.
32.5. TlonHas 1JIaHOBasi CMeEHa IIapojiedl II0JIb30BaTeed [0JDKHA IIPOBOIUTHCA

peryjisipHO, HE PEeXe OJHOro pasa B IOJIroAa. BuemnagoBasi cMeHa IapoJisi IPOHU3BOAUTCS B
cilydae ero KOMIPOMETalluH, a TAKKe I10 npocsbe nmonp3oBarens UCII/1H.
3.2.6. Xpanenue monp3oBarenavu VICTI[IH 3HaueHUH CBOWX mapoJyied Ha OyMaKHOM

nocuteine SAITPEILIEHO.
327, Tlonp3oBaTellb HE HMMEET INpaBa COOOIMTH JHMYHBIM Mapoib IpYrHM JIHIaM

(paspenraeTcss TOJBKO C COTJIACOBAHMA OTBETCTBEHHOr0 3a obecreueHue Oe30macHOCTH WIIH
aIMUHUCTPATOpA WCIIJIlH npu HaJIA4UH TeXHOJOrMYeCKOM HEOOXOJIMMOCTH HCIIOJIb30BAHUS
uMeH M maposeil pabOTHHKOB B HX OTCYTCTBHC B Cllyuyae BO3HUKHOBEHHs HEIITATOHBIX
cuTyaluii, popc-MaKOPHBIX 06CTOSTEBCTB | T.II. 110 BO3palleHHIO pabOTHHKH 00S3aHbI CPasy
e CMEHUTH CBOM IapoJIi Ha HOBBIC 3HATCHIA COMIaCHO MaHHOM VHCTPYKIHH).

3.3. [Tlopsai0K CMEHBI mapoJjied U neHTH(GHKATOPOB IIPH M3MEHEHHUSAX B OpraHH3alHOHHO-

pOBBIE [EPECTAHOBKH, YBOJILHCHHC pabOOTHUKOB):

HUM JIeHCTBHUS TPYIOBOIO 10roBOpa € paOOTHHUKOM BCE CO3/IaHHbIC
cu (ITOJIB30BATEIBCKOE HMsI) TIOJVICKAT OJIOKHPOBAHHIO HE
[TosHOE yJdaleHHEe YUETHBIX 3allHCCH

goJibHEHUsT paboTHHKA., OCHOBAHUEM UL

ITATHOU CTPYKTYPC (Kan
3.3.1. Ilpu npexpamic

U1 3TOro paboTHUKA y4ETHBIC 3allH
yeM B JIeHb YBOJIbHCHHA pabOTHHKA.

B TeueHud 5 pabovMX JHEH €O JHA Y

o3/Hee,
[IPOU3BOJIMTCA
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OMIOKHPOBAHUS W TOCICAYIOWIETO yIalleHus yueTHBIX 3anuceit paboTHuka sBIseTcs 3aspKa,
NPE/ICTABICHHAS HECIOCPEJICTBCHHBIM PYKOBOJIUTENIEM YBOJILHIAEMOTO HE TO3/IHEE, YeM 3a 3
pabOuMX JIHS JIO JIHS €10 YBOJILHEHHS,

3.3.2. llpu  npoBsesieHHn  opraHm3anMOHHO-INTATHBIX — MEPONpUATHI  (Ka/ipoBkbIe
[EPECTAHOBKM) HEMOCPEACTBEHHBI  PYKOBOJUTENL CTPYKTYPHOIO TOApazjencuus obsa3an
npeacTaBuTh aamubucTparopy MCI1/n 3assky na uamenenue B npasax JiocTyria.

3.4. llopsanox jpeHcTBuii npu KoMnpomeranun uaeHTH(HUKATOPOB U IIaposiei.

3.4.1. llon xoMmpomeraumeit nonmmaercs: yrpara naposisi yyeTHoi sarmvcu u (uiu)
naposis WACHTH(DUKATOPA, pasrialleHie yYeTHO 3alMcH Maposis WM napojis uaeHTudukaropa
(sBHAS KOMIIPOMETAIMS), MM UHASL CUTYalMs, KOTOpasi J1aeT OCHOBAHUE JUTS TPEATTONOKEHHUS O
HApPYIICHUH KOH(PUACHIIMAIBHOCTH Haposiei ¥ uIeHTH(PUKATOPOB (HEesBHAs KOMITPOMETALIHS).

3.4.2. llpn Beissnenuu dQaxra yrparsl naposis, pasriiaimieHus naposs, Haposis
HICHTH(UKATOPA, CAMOI0 HACHTU(UKATOPA 110J1b30BaTEN b 0053aH HE3aMEUTMTENBHO COODIIATE
0 JIAHHBIX (aKTax CBOEMY HEIOCPEJCTBEHHOMY pPYKOBOJMTENIO M OTBETCTBEHHOMY 3a
obecnevenne Oezonacuoctu [1J1n 8 UCITIn wim agmunuctparopy UCIT/IH.

3.4.3. B cinyyae BbissBieHHMs (akra KOMIPOMETAIMH HMACHTU(DUKATOPOB M IapoJieH
noab3oBarens aaMuuucrpatop MCITJIH mim orBeTcTBeHHBIN 3a obecreyeHue O€30MacHOCTH
[TTa B UCIT/Tn 00s3an HemeuieHHO 3a010KHpOBaTh YYETHYIO 3allMCh AaHHOTO MOJIb30BATENA 1
HE3AMEITIUTEIILHO IIPOM3BECTH BHEIJIAHOBYIO CMEHY 1apoJIsl ISl 9TOrO 1M0JIB30BATEIA.

4. Ilpasa u o0s13aHHOCTH

4.1.  OcHoBuble 3a1aun ajmMuaucTparopa UCIT/IH:
—  OpraHu3aiys YCTAaHOBKU CPEJCTB HIACHTH(GHUKAIUY U ayTCHTH(PHKAIIUH;
—  opraHm3zaius napoJibHou 3ammThl Bo Bcex UCII/IH;

—  BBIJAYa MEPBHYHBIX MApOJEH, ¥ AIEKTPOHHBIX MEPCOHATBHBIX HIACHTH(DUKATOPOB H
[1apoJIEH K HUM;

—  OCYIIECTBJECHHME KOHTPOJIS 3a COCTOSIHUEM CHCTEMBI IapOJbHOM  3alUTHI
uHpopmaiuu B UCII/1H.
4.2. Amvunuctparop MCI1/la umeer mpaBo:

—  BHOCHTH TPEIOKEHHsS II0 COBEPUICHCTBOBAHMIO CHCTEMBI MapOJIbHOHM 3allUThL
nHdopmanuu B UCII/IH;

—  [OpUHMMATh Y4YacTHE B IUIAHMPOBAHMM MEPONPUSTHH IO TApOJBHOW 3allUTe
uadopmanuu B VUCIIJIH ¥ miaHHpOBaHUH OCHAICHUS CPE/ICTBAMH HICHTA(QUKALIUH
1 ayTeHTH()UKALKH;
—  OCYIIECTBJISAITH KOHTPOJIb COCTOSHHS CPEIICTB uaeHTHGUKAIME U ayTeHTH(UKAIUY B
NCII/H;
—  MHWIUMAPOBATH CIIyXKEOHBIC IPOBEPKU M y4aCTBOBATH B IIPOBEICHUH paccie0BaHu M
| 1o (paKTaM KOMIIPOMETALNH;
‘5. _  oKa3pIBaTh IIOMOINb B PpEIICHHH INpo0JieM, BO3ZHUKAIOMIMX IPH OKCILTyaTalH
] CpeJICTB UACHTHHUKALMHA 1 ayTCeHTU(DUKAIUH,
43  (O6sg3aHHOCTH B YaCTH IApOJFHON 3allMThl HHPOPMAIMH OTPAXEHBI B HHCTPYKLHMH

apmunaucrparopa MCIT/IH.
4 4. Tlompzosarensm UCIIIH B cBoeit paboTe 3anperuactest:

_ coobmarh KOMy-Iu00 CBOH JIMYHBIH TapoJib /WM TIapoJib K DJIEKTPOHHOMY
E ' [IepCOHAJIbHOMY uieHTA(GUKATOPY,
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- HCPCaBaTh KOMY-nmub0 BLUIAHHBII NICKTPOHHBIN NMEPCOHANBLHBIN ¢

— OCYIIECTBIATL BXOA B ONEpaluoHHble cucremsr UCTT)In u s HHPOPMAIOHHBIe
PECYPCHI MO Uy KUMH HIACHTH(UKATOPAMHU 1 MapoJIsiMu;

B cnywae nosmnenus ON03peHnH Ha (akT KoMmrpoMeranmuu Maposis, a Takxe B
CHYH4ac BBUIBICHUS HHUMACHTOB ((DAKTOB M T.1.), CBS3AHHBIX cO cbosiMi B pabore cpescrs

HICHTUOUKALIMHY ¢ AYTCHTHOUKALMH, T10B30BATENH 06S3aHbI HEMEUICHHO NTPOUHPOPMHPOBATE

00 3TOM OTBETCTBEHHOTO 3a OOeCHeueHHe Oesonacnoctu I1/{n 8 UCTI T uw aIMHHUCTpATOPA
UCITIn.

S, OTBETCTBEHHOCTD 0JIKHOCTHEIX JIMI B DPAMKAX CHCTEMBI NAPO0JILHOMN 3aMHTHI
nHbopmanun

[Tonb3oBarenu, orBeTcTREHHLI 32 obecnieuenue Gesomacnoctu I1)Ix B UCIIIa u
anvuHucTpatop WCII[H  mecyr orBercTBenHHOCTE 12 HEeHAJJIe)KAIIEe WUCIIOIHEHUE WK

HCUCTIONHEHIE CBOMX O0sI3aHHOCTE!, IPelyCMOTPEHHBIX HACTOSIIEH] Wuctpykuueit, B npenenax,
OIMPEICIICHHBIX NCHCTBYIOMUM 3aKOHOIATENECTROM Poccuiickoit ®eneparmu. 3a vecobmonenue
TpeOOBaHMH  3aKOHOJATENHCTBA PoCCHICKOlM Qenepanu  MpenycMOTpeHa  rpakIaHCKas,
YTOJIOBHAA, aIMUHUCTPATUBHAS, IUCIHUITMHAPHAS OTBETCTBEHHOCTE.

J.2. llonmb3oBarenu, OTBETCTBEHHBIH 3a o6eceyeH e oezonacHoctu I1/In B UCTI/IH u
anmMunucTpatop MCIIJIH Hecyr oTBeTCTBEHHOCTH 1O JICHCTBYIOLIEMY 3aKOHOATEILCTBY

Poccuiickoit Denepanuu 3a pasriamenue cBeeHmi KOH(DUICHIMATLHOTO XapakTepa, CTaBIINX

U3BECTHRIMH IIPH BBINONIHCHUH CITY)XCOHBIX O0SA3aHHOCTEH, B TOM YHCIE MpPEeTyCMOTPEHHBIX
HacTosLen MHCTpyKInei.

6. Cpok neiicTBUSI M OPSIOK BHECEHHUSI H3MEHEHMUI

6.1.  Hacrosiuas MuCTpyKIus BCTymaer B CHIly ¢ MOMEHTA €€ YTBEPIKICHHUS U JICHCTBYET
0eCcCpoyYHO.

6.2. Hacrosimas MHCTpyKus MoAIekKuT NEpecMOTPY HE pere OHOro pa3a B TPU rOJa.

6.3. V3MCHCHWs ¥ [ONONHEHMS B HACTOAWYIO WHCTPYKIMIO BHOCATCS NPHKA30M
Jlupekropa YupexaeHus.
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